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ABSTRACT 

Industry 5.0 is the evolution of the industrial revolution that goes beyond automation and 

smart systems (Industry 4.0). It focuses on human-machine collaboration, sustainability, 

resilience, and security. The proposed security system also aligns with the vision of 

Industry 5.0, which emphasizes not only automation and efficiency but also cyber-

resilience, sustainability, and human-centric design. By employing a Public Key 

Infrastructure (PKI) combined with JWT-based authentication and lightweight 

cryptographic techniques, the proposed system enhances the trustworthiness and 

adaptability of Wireless Sensor Networks (WSNs). These features are critical for Industry 

5.0 environments, where secure collaboration between humans and intelligent devices is 

expected to be seamless, scalable, and resilient against emerging cybersecurity threats.  

This paper proposes a secure, lightweight, end-to-end architecture for WSNs using a 

Raspberry Pi Pico W microcontroller, digital certificates and a Public Key Infrastructure 

(PKI) server. The system uses AES and RSA cryptography, JWT-based authentication, 

and HTTPS communication to protect data from MITM, replay, spoofing, and injection 

attacks. Data collected from sensors is encrypted and sent via a REST API to a secure 

server with MySQL integration. The paper details the implementation, testing, and 

performance of this model and discusses its limitations and future improvements, 

including extended sensor coverage and blockchain-based trust models.  

Keywords: WSN, MITM, replay attack, injection, spoofing, PKI server, WSN security, 

IoT, Industry 5.0 

 

INTRODUCTION 

The history of wireless sensor networks (WSNs) dates back to the 1970s, with the initial 

research on wireless sensor and communication technologies. However, the development 

of wireless sensor networks experienced significant expansion only in the 1990s-2000s, 

due to advances in microelectronics technology, wireless communications, and energy 

management. Since 2000, wireless sensor networks have evolved significantly due to the 

improvement of processing and communication technologies, and the increasing demands 

of the Internet of Things (IoT) sector [1], [4], [6], [17], [25]. Their importance stems from 
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several key features: WSNs are inherently distributed, cost-effective, resilient to faults, 

capable of self-organization, simple to deploy, scalable, and can operate independently 

without relying on pre-existing infrastructure [8]. 

Wireless Sensor Networks (WSNs) are communication systems consisting of a series of 

sensor nodes interconnected via wireless channels. Each node in the network is equipped 

with sensors that collect data from the environment (such as temperature, humidity, 

pressure, motion or other physical variables) and transmit them to a central node or to 

other nodes in the network for processing or storage [21], [9]. 

Similar to conventional networks, Wireless Sensor Networks (WSNs) face various 

security threats, including eavesdropping, data tampering, and unauthorized packet 

insertion. However, these systems are often constrained by limited processing capacity, 

power consumption, and bandwidth. Due to these resource limitations, safeguarding data 

becomes more challenging. To overcome this, encryption techniques are employed to 

secure data transmission and defend against potential malicious activities [13], [24]. 

Wireless sensor networks are characterized by the following features: Autonomy: Sensor 

nodes are usually powered by batteries and operate autonomously, without requiring a 

constant external power source; Scalability: Networks can comprise a large number of 

nodes, which can be placed in various locations to cover a large area; Wireless 

communication: Nodes are interconnected through a wireless communication network, 

which allows for flexible operation without cables; Low size and cost: Sensor nodes are 

often small and economical, which makes them easy to deploy on a large scale in various 

applications; Data processing systems: Sensor nodes can process the data collected 

locally and send the relevant information to a central server or processing device. 

Typically, IoT devices function as simple data collectors and to communicate efficiently 

in transmitting and receiving data over long distances, accessible from anywhere in the 

world, they need the computing power of the cloud [5], [7]. However, the cloud itself is 

not just a storage space. To make sense of the dispersed information gathered by various 

IoT devices, this data must be processed and analyzed in an efficient way, as can be seen 

in Figure 1 [17], [19], [20], [29]. 

 

Figure 1. The role of the Cloud in the communication process of smart devices [19] 
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In an Industry 5.0 smart factory, wireless sensors are deployed across critical zones to 

monitor equipment and worker safety. [18] The architecture of a wireless sensor networks 

is shown in Figure 2 that illustrates a generic WSN architecture. Our implementation 

builds upon this by integrating digital certificate-based authentication and secure data 

transmission, which are typically not represented in generic models. 

 

 

Figure 2. Architecture of a wireless sensor network [10] 

 

Figure 3 illustrates a basic wireless sensor node communication setup using Arduino 

Nano modules and 433 MHz RF transmission, but lacks robust security features such as 

encrypted transmission, authentication, or protection against attacks. 

Both academia and industry have recognized the potential for such networks and have 

formed joint efforts to address the engineering challenges. Examples of these 

academic/industrial initiatives include [15]: UCLA Wireless Integrated Sensor Network 
(1993), the Pico Radio program at the University of California at Berkeley (1999); the μ 

Adaptive Multi-Domain Power Aware Sensors program at MIT (2000); NASA Sensor 

Webs (2001); ZigBee Alliance (2002); Center for Embedded Network Sensing (2002). 

The goal of many of these initiatives and standardization organizations is to enable high-

volume deployment of WSNs in light industrial and consumer applications by reducing 

cost and energy per sensor while simplifying development and maintenance tasks [15], 

[22] (Figure 4).  

Thus, wireless sensor networks have evolved from experimental concepts to widely 

implemented technology solutions, being essential in creating intelligent and 

interconnected systems in various fields [15]. 
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Figure 3. Block diagram of transmitter and receiver type between wireless nodes [11] 

 

 
Figure 4. Trends in reducing energy costs per sensor [22], [26] 

 

The number of applications in which wireless communication protocols are used or can 

be implemented has increased considerably, as methods have been sought to optimize the 

parameters of the wireless environment: transmission speed, limiting interference 

between channels, size of transmitted packets, etc. Although the performance of wireless 

solutions will probably never reach the level of twisted copper, coaxial or optical fiber 

cables, they represent a viable alternative for medium-distance communications, without 

creating inconvenience to users [23]. 

The need for wireless protocols has grown exponentially over the past decade, due to the 

ability of current technologies to support a large number of sensor-equipped devices 

capable of communicating over relatively short distances. Although the transmission 
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speed in wireless networks is generally lower than transmission over copper or fiber optic 

wires, there are other technical advantages regarding their faster interconnection, without 

physical paths. 

Wireless Sensor Networks (WSNs) are critical components in the oil and gas industry, 

offering scalable and cost-effective solutions for real-time data acquisition and remote 

monitoring of assets and environmental parameters in geographically dispersed, 

hazardous, or inaccessible locations. By leveraging distributed sensing, low-power 

communication protocols, and edge processing capabilities, WSNs enable early detection 

of anomalies such as equipment malfunctions, pressure deviations, or gas leaks—thus 

enhancing operational safety and reducing downtime. These networks support end-to-end 

visibility and control across all operational phases—upstream exploration, midstream 

transportation, and downstream processing—while ensuring compliance with stringent 

environmental and safety regulations. Their modular architecture, autonomous power 

management (e.g., energy harvesting), and integration with predictive analytics platforms 

make WSNs a foundational element in the digitalization and Industry 5.0 transformation 

of the petroleum sector. 

By analyzing the relevant literature on the implementation of advanced security in 

wireless sensor systems, the following Research Questions (RQs) are identified: can a 

microcontroller implement full PKI-based authentication and encrypted REST 

communication? what are the trade-offs between RSA and ECC for low-power devices? 

The study fills a notable gap in current literature and practical implementations, where 

many existing solutions either lack lightweight deployment options for resource-

constrained devices or fail to integrate a complete end-to-end security framework. By 

developing a system that combines robust cryptographic techniques, digital certificate-

based authentication, and PKI infrastructure, this work provides a holistic and scalable 

approach to secure sensor data transmission. 

The novelty of this study lies in its practical and integrated implementation of an 

advanced security system using a Raspberry Pi Pico W microcontroller, a temperature, 

humidity and light sensors, and a secure RestAPI over HTTPS for data communication. 

Furthermore, the use of a PKI server interfaced with a MySQL database represents a real-

world and extensible model that bridges theoretical security principles with IoT-level 

execution. This solution demonstrates how embedded systems can achieve high security 

standards without compromising performance, laying the groundwork for more secure, 

scalable, and resilient WSN deployments. 

 

THE IMPORTANCE OF SECURITY IN WSN NETWORKS 

The current state of research in the field of advanced security of wireless sensor networks 

(WSNs) is in continuous expansion, due to their increasing use in critical applications 

such as environmental monitoring, healthcare, military security and other sensitive areas. 

These networks are vulnerable to a wide range of threats due to their wireless nature, 

limited node resources and exposure to often unsecured or dangerous environments. 

Security challenges in wireless sensor networks (WSNs) are varied and complex, due to 

the specific characteristics of these networks, such as the limited resources of nodes, the 
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nature of wireless communications, and their use in sensitive or hazardous environments. 

The main security challenges in sensor networks are detailed below: 

 Limited node resources: Sensor nodes are devices with limited processing, storage, 

and power resources, making it difficult to implement traditional security 

mechanisms. Encryption and authentication protocols, which are essential for 

protecting data and preventing unauthorized access, can be resource-intensive and 

can quickly drain node batteries. 

 Wireless communications vulnerability: Communication over wireless networks is 

more susceptible to attack because radio signals can be easily intercepted by an 

attacker in close proximity. This can lead to man-in-the-middle attacks, or the 

interception and manipulation of data transmitted between nodes. 

 Internal and external attacks: In addition to external threats, sensor networks also 

face risks associated with internal attacks. An attacker could compromise a valid 

node in the network, manipulating it to transmit false data or disrupt the operation 

of the network. In addition, nodes may be installed in a location that is easily 

accessible for physical attacks, making them vulnerable to damage or seizure. 

 Scalability and security management: As the number of nodes in the network 

increases, security management becomes more complex. It is difficult to implement 

effective security measures on a large sensor network, given the large number of 

devices involved and the need to ensure interoperability between them. 

 Authentication and access control: One of the fundamental aspects of sensor 

network security is node authentication and access control. Without a robust 

authentication mechanism, an attacker could introduce fake nodes into the network, 

thus compromising the entire infrastructure. It is crucial to implement solutions that 

ensure that only authorized nodes can participate in the network. 

 DoS (Denial of Service) attacks: In a sensor network, DoS attacks can severely 

disrupt operations by overloading nodes or the network, preventing data 

transmission, or denying access to resources. Given the limited resources of nodes, 

they can quickly become vulnerable to such attacks. [3] 

 Security of transmitted data: Protecting the data collected and transmitted by nodes 

is essential. In many applications, the data is sensitive and may include personal 

information or information critical to the operation of a system. Data encryption is 

an important security measure, but implementing encryption in a sensor network 

must be resource-efficient so as not to affect performance and battery life. 

 Physical security of nodes: In certain environments, sensor nodes may be placed in 

inaccessible or dangerous locations, which can make it difficult to physically 

protect them. These nodes may be easily accessible to attackers or may be subject 

to natural hazards (wind, rain, extreme temperatures), which adds an additional 

layer of complexity to their protection. 

 Data confidentiality and integrity: Protecting the confidentiality and integrity of 

data collected by sensor nodes is a central concern in any wireless sensor network, 

especially when this data is transmitted over insecure networks. Implementing 

encryption and digital signature solutions is essential to prevent unauthorized 

access and modification of data. 
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The most important types of cyber-attacks on WSNs are: 

 Passive attacks: interception of transmitted data 

 Active attacks: modifying, injecting, or redirecting packets 

 Man-in-the-Middle (MITM) attacks [12]: interception and alteration of 

communication 

 Replay attacks: retransmission of captured messages to induce unwanted behaviors 

 Injection and spoofing attacks: inserting false data or falsifying the identity of nodes 

Energy Cost Comparison of Primitive RSA [23] and ECC Operations 

Based on Arvinderpal et al. [2] research, Tables 1, 2 and 3, presents a comparison of the 

energy consumption [26] associated with different cryptography for signature generation 

and verification. In Table 3 are presented energy numbers for AES [23] with 128-bit keys 

(including key-setup) and SHA-1. The numbers were averaged over inputs ranging from 

64 to 1024 bytes. [2] 

Table 1. Energy cost of digital signature computations [2] 

 

 

Table 2. Energy cost of key exchange computations [2] 

 

 

Table 3. Energy numbers for AES [23] with 128-bit keys and SHA-1.  

 

 

Although the energy required for RSA [24] signature verification is relatively low, it is 

outweighed by the much higher cost of the signature generation process. Both operations 

are necessary for authentication purposes. In contrast, the energy cost of ECDSA2 

signatures is substantially lower than that of RSA signatures, while ECDSA verification 

falls within a reasonable range of RSA verification in terms of energy consumption 

[2],[14].  

It is important to note that when upgrading from RSA-1024 to RSA-2048, the energy 

required for signing increases by more than a factor of seven. On the other hand, ECDSA-

224 signing is less than three times more expensive than ECDSA-160 signing. To provide 

a clearer perspective, the energy cost of one RSA-1024 signing operation is equivalent to 
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transmitting 5,132 bytes of data, while a single ECDSA-160 signing operation consumes 

the energy required to transmit only 385 bytes. For example, the energy required for an 

RSA-1024 and ECC-160 signature operation is equivalent to encrypting 191kB and 14kB 

of data with AES-128, respectively [2], [14]. 

 

DESIGN AND SIMULATION OF A WSN SECURITY SYSTEM 

The bellow graphical abstract illustrates data flow in implemented WSN security system 

(Figure 5). As seen in Figure 6, the PKI ecosystem includes not only software and 

hardware, but also all individuals involved with digital certificates.  

 
Figure 5. Graphical abstract of implementation 

 

 
Figure 6. Building a PKI Server [28] 
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Figure 7 shows how to transmit secure data within a PKI framework using digital 

certificates, where the public key is used for encryption and the private key (kept secret) 

is used for decryption. The WSN architecture is illustrated in Figure 8, where all data 

transmitted over the network/internet is encrypted, securely transmitted, and decrypted 

before being validated and stored in the database, ensuring protection against potential 

attacks. 

 

 
Figure 7. Code Signing with PKI [27] 

 

 
Figure 8. Designed WSN architecture 
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To simulate a system like the one presented above in Figure 9, a PKI server was 

implemented on a laptop using Python code with cryptography mechanisms and digital 

certificates, respectively protection mechanisms against attacks.  

For real-time data transmission, a Raspberry Pi Pico W (RP2040) microcontroller was 

utilized. The device performs server-side authentication to verify certificate validity and 

request a JWT token. Upon successful validation, it initiates sensor data acquisition 

(temperature, humidity, and light), which is subsequently encrypted using custom 

cryptographic mechanisms developed in MicroPython. The encrypted data is transmitted 

via the integrated Wi-Fi module over the internet to a PKI-enabled server. This server 

listens on a predefined port, verifies the authenticity of the JWT token, decrypts the 

incoming data, and applies security countermeasures—implemented in Python—to 

mitigate Man-in-the-Middle (MITM), replay, injection, and spoofing attacks. Finally, the 

processed data is forwarded to a MySQL server via PHP scripts, where it is inserted into 

the database. 

 

Figure 9. The logic of the data security system 

 

In Figure 9, the following actions of the Raspberry Pi Pico module are highlighted: 

 try connecting to WiFI and Internet; 

 authenticate with public key form its Certificate on Certificate Autority Server 

(CA) and request JWT Token, containing (device_id, issued_at, expires_at) 
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 if is valid, read data from temperature, humidity and light sensors; 

 signs the JWT with the server’s private key & encrypting data using functions 

created in Micro Python for AES, RSA, HMAC encoding;  

 sends encrypted sensors data to the PKI server (over HTTPS) through a REST 

API [16] using the Flask framework in Python to the PKI server that "listens" on 

a predefined port (the server must have a configured /upload endpoint); 

 Server check data Integrity, JWT Token, Certificate, prevention of Reply, MITM, 

Injection, Spoofing attacks and decrypt data; 

 insert decrypted data with PHP language into the MySQL database using the 

mysql.connector library in Python. 

Benefits of JWT in WSN: 

 Lightweight for resource-constrained nodes, 

 Stateless – no session tracking needed, 

 Short-lived tokens reduce exposure, 

 Can carry roles/permissions in claims. 

The authenticity of the digital certificate is verified on the server for each sensor in the 

network that sends data. To facilitate this, the sensor-specific certificate has been 

previously inserted into the database as shown in the figure 10. 

 

 

Figure 10. Inserted Certificate data for sensor validation into database 

 

To secure communication between the Raspberry Pi Pico and the server, the SSL/TLS 

protocol was used. [12], [25]. 

openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days 365 -nodes 

This generates two files: cert.pem (the SSL certificate) and key.pem (the private key). 

The Flask server will use these files to enable HTTPS. 
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Figure 11. Example of TLS communication between client and server [12] 

 

The endpoint is protected using JWT-based authentication, ensuring that only authorized 

devices can upload data. Additionally, the request rate is limited to prevent abuse or 

denial-of-service attacks. Once authenticated, the server extracts the sensor data from the 

incoming JSON payload and processes it for database insertion via a MySQL connector. 

This structure enhances both the security and scalability of the WSN. 

For testing, the Curl command, available from the Terminal, was used, and it was verified 

that the RestAPI POST method indeed works correctly: 

curl -X POST http://localhost:5000/upload ^ 

     -H "Content-Type: application/json" ^ 

     -H "Authorization: Bearer TOKEN_JWT" ^ 

     -d "{\"cpu_temp\": 25.5, \"light\": 300, \"dht_temp\": 24.8, \"humidity\": 60}" 

Response: 

Microsoft Windows [Version 10.0.22631.4751] 

(c) Microsoft Corporation. All rights reserved. 

 

C:\Users\emsof>curl -X POST http://localhost:5000/upload ^ 

More? -H "Content-Type: application/json" ^ 

More? -H "Authorization: Bearer TOKEN_JWT" ^ 

More? -d "{\"temp_cpu\": 25.5, \"light\": 300, \"temp_dht\": 24.8, \"humidity\": 60}" 

{ 

  "message": "Data saved", 

  "status": "successful" 

} 

The free Thonny integrated development environment (IDE) was used to upload the 

Python code to the Raspberry Pi Pico W microcontroller. After uploading the code, the 

microcontroller can run autonomously, being pre-programmed to connect to WiFi, 

respectively to the internet, request JWT Token from PKI & CA server, read data from 

sensors, encrypt and retransmit them to the server. 

An example of data collected by the Raspberry Pi Pico W and information after 

processing is shown in Figure 12. 
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Figure 12. Example of data collected by Raspberry Pi Pico W and information after processing 

 

The PKI server includes a service that listens for incoming data on a predefined port, 

along with dedicated functions for decrypting the received data and implementing attack 

prevention mechanisms. In addition, each sensor is identified with a unique token, thus 

having increased protection against data manipulation attacks.  

In the testing phase, Figure 13 shows that the application runs in real time and that, after 

running the code, the Raspberry Pi Pico W started sending data. This is processed and 

subsequently inserted into the database.  
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Figure 13. Log capture of operation with sending POST data via API Rest every 5 seconds 

 

Figure 14 shows the display mode of data collected and saved in the database. To view 

the decrypted data inserted into the MySQL database, a username with a password was 

also created in the users table, to have the authentication part. 

 

 

Figure 14. Example of data collected by Raspberry Pi Pico W and saved in BD 
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To prevent Man-in-the-Middle (MITM) Attack, the system uses asymmetric encryption 

and digital certificates. Data sent from the sensor node is encrypted with the server’s 

public key, which can only be decrypted by the server’s private key. When the server 

decrypts the message, it also verifies the digital signature or certificate attached to the 

sender. This ensures that even if an attacker intercepts the transmission, they cannot 

decrypt or alter the message without the corresponding private key, nor impersonate a 

trusted entity. 

Injection attacks are mitigated using message integrity verification techniques like 

HMAC (Hash-based Message Authentication Code) or digital signatures. After 

decryption, the system compares a cryptographic hash or signature generated during 

transmission with the expected one. If the data has been altered – even by a single bit – 

the hash will not match, and the message is discarded. This prevents attackers from 

injecting false or malicious data into the system. 

To counter spoofing, the system relies on identity verification through certificates and 

secure authentication. Upon decryption, the server checks the certificate or identity token 

attached to the sender’s message. Only nodes registered with the PKI server and holding 

valid certificates are accepted. If the decrypted data lacks a valid identity or comes from 

an unrecognized device, it is rejected. This ensures that no unauthorized or impersonated 

devices can communicate with the server. 

Replay attacks are prevented through the use of timestamps or nonces (numbers used 

once) embedded in each message. When the server decrypts a message, it checks whether 

the timestamp is within an acceptable time window or whether the nonce has been 

previously used. If the message is outdated or the nonce is reused, the system identifies it 

as a replayed transmission and drops it. This mechanism ensures that each message is 

fresh and unique. 

An interface was developed using PHP and jQuery AJAX to visualize the data stored in 

the database, including its evolution over time through graphical representation (Figure 

15). 

 

 

Figure 15. Graph with the evolution of inserted data over time (inserted into database in 03/14/2025) 
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CONCLUSIONS 

The research demonstrates the critical importance of security in Wireless Sensor 

Networks (WSNs), particularly as these networks become fundamental components in 

industrial applications, monitoring systems, and autonomous environments. An advanced 

security system has been successfully designed and implemented to address key 

vulnerabilities in wireless sensor networks (WSNs). 

The system implements multiple layers of protection, including strong cryptographic [10] 

methods (AES and RSA), digital certificates, and a Public Key Infrastructure (PKI) 

server. The practical implementation using a Raspberry Pi Pico W microcontroller 

connected to sensors showcases a real-world application where sensor data is securely 

transmitted through HTTPS using a REST API [16] with authenticated POST methods. 

The main contributions of the paper are: real-world implementation of full-stack secure 

WSN; custom encryption libraries on Raspberry Pi Pico W; PKI + Certificate Authority 

(CA) Server + MySQL integration over REST API with decryption functions and attacks 

prevention logic; dashboard with evolution of received sensors data over time                 

(PHP + Jquery AJAX).  

The effectiveness of the proposed system was demonstrated through successful mitigation 

of common attack vectors, including Man-in-the-Middle (MITM), replay, injection, and 

spoofing attacks. The solution integrates JWT-based authentication, MySQL database 

support, and secure communication protocols optimized for execution on resource-

constrained devices. 

This research contributes significantly to the field by balancing the security requirements 

of modern IoT ecosystems with the inherent limitations of sensor devices, particularly 

their processing power, memory, and energy constraints. As WSNs continue to expand in 

various applications, such security frameworks will be essential for ensuring data 

integrity, authenticity, and confidentiality in increasingly interconnected systems. 
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